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KEY METRICS  

Internet Connection Uptime 
• 100.0%  

Core Network Uptime 
• 99.40% 

o This includes numerous scheduled outages for the migration of services to the new campus fiber 
infrastructure and the new core network. 

Learning Tools Uptime 
•   99.98% - Blackboard Learn 
• 99.99% - Blackboard Collaborate 
• 99.98% - Panopto 
• 99.99% - PollEverywhere 
• 99.99% - Qualtrics 

 
IT Incident and Service Request Metrics – July 2019-June 2020 
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Significant Accomplishments 

Overall IT Division 
• IT 2019-2020 Fiscal Year Objectives. Each year, IT creates its annual “1-Pager,” listing the key objectives and 

projects for the division. During the year, IT measures its progress and success against completion of these 
objectives, scoring each item quarterly. For the 2019-2020 fiscal year, IT scored a 175 out of a maximum score 
of 200. This is the sixth straight year of achieving an “A.”

• Resources on Projects. The IT division continues towards an objective to increase the time spent on project 
activities. For the fiscal year ending June 2020, the objective was to spend a minimum of 30% of available work 
hours on project work. This goal was met, with the final average of 30.3%, an all-time high for IT.

• Board of Trustees Update on Technology Risk. For the sixth straight year, IT presented an update on 
Technology Risk to the Board of Trustees comparing the data and status from last year’s presentation to the 
current year. The update was well received and demonstrated that we continued to make significant progress in 
most areas over the past year.

• COVID-19 Strategies for Campus Continuity. When COVID-19 impacted the WCU campus, effective the 
third week of March, DoIT took some immediate steps to support our faculty and staff. The Embedded IT 
Team, as a part of the Coulter Faculty Commons, made emergency adaptations to processes, web and help 
content, and to services to meet the needs of the students and the faculty. In response to the transition to 
online instruction and remote work options for many on campus, our WCU Zoom license was expanded to a 
site license to cover our entire operation. In support of these changes, staff across the division focused on 
working with the IT Help Desk to support the influx of clients by providing training and timely resolution to 
user-reported issues. The Help Desk was able to fully function remotely due to our VoIP capability. 
Additionally, our Instructional Computing team maintained some mandatory on-campus operations to ensure 
classroom equipment was correctly received and stored in preparation for classroom updates later this year.  
The Division monitored help requests frequently for the first two months, to ensure our efforts met the 
campus need in a timely manner. 

Academic Engagement and IT Governance (AEITG) 
• Governance review.  Over this academic year, AEITG began implementing the revised IT governance model, 

as adopted by the division and the campus. Overall priorities were exchanged with the pandemic 
implementations, and the full implementation of the new model was postponed to Fall 2020. For the fall, fully 
leveraging the existing groups and focusing the IT Council on strategic directions is planned.

• Project Prioritization.  Since its initial launch in 2018 with a pilot, the project prioritization process has 
completed several campus-wide iterations successfully.  As we delve deeper into our project work across the 
division, small adjustments have been made in order to realize the greatest benefits.  During the next phase, a 
more complete Buy vs. Build analysis will be integrated, and a value case will be included from intake, through 
ranking, and into post-implementation analysis.  AEITG has worked collaboratively with the Project 
Management Office since inception of this process, in communicating and carrying out the plan with our 
campus partners. 

Coulter Faculty Commons (CFC) 
• Staff Development. The staff completed a Process Communication Model team-building exercise, gaining

new insights into team communications.  Mary-Anne Wike, Daniel Shields, John Hawes, Dr. Eli Collins-
Brown, and Dr. Jonathan Wade attended the Microsoft Regional Educators Conference in Charlotte, where
Dr. Wade presented about the use of Microsoft Teams in pedagogy at WCU. Dr. Jonathan Wade also
completed the EDUCAUSE Management Institute.  Mary-Anne Wike completed training in Microsoft BI data
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analysis, and John Hawes continued advanced training in Instructional Design and development.  Mary-Anne 
Wike and Jonathan Wade started a six-month program in Learning Architecture, sponsored by iDesign and 
EDUCAUSE, and the entire Educational Technology team continued their cross-training in Blackboard Ally, 
Respondus products, and Microsoft Teams. In March 2020, John Hawes moved from the Educational 
Technology Team to the Educational Development Team in the CFC, and began advanced training in 
Instructional Design and Course Design with the Online Learning Consortium.  There is currently a search 
underway to hire two Learning Technologists, filling the vacancies from Mr. Hawes’ position and the 
resignation of another staff member. 

• Meeting the Needs. The CFC served as the primary host and organizer for the New Faculty Orientation
August 8 and 9, 2019.  Dr. Eli Collins-Brown presented Backward Course Design, and Dr. Jonathan Wade
presented about the History of Western North Carolina as a part of a section on “Finding Your Place” at
WCU.   The Educational Technology team offered information about Blackboard and other tools available for
improving educational outcomes, and the Educational Development team discussed services available to our
faculty for course improvement and collaboration.

• COVID-Response Work.  The CFC, like all campus offices, moved their work to a completely remote
modality in March.  The CFC made emergency adaptations to processes, web and help content, and to services
to meet the needs of the students and the faculty.  The CFC became the primary supporter of an increasing
adoption of Blackboard Collaborate, the synchronous meeting platform that is integrated into Blackboard.  The
CFC also began to support a greater use of Microsoft Teams as a collaboration platform.  The preparations
that the team had made as a part of the Continuity of Operations planning process, the transition of
Blackboard to a cloud-hosted system in May 2019, and the continuing efforts to cross-train and “Shift-Left”
basic LMS and educational technology functions through automation and coordination with the IT Help-Desk,
allowed us to weather a very exceptional spring.  The exigencies of the COVID moment gave us the
opportunity to develop three new programs, adapt an existing program to the current needs, and respond to
needs of the faculty by initiating three emergency integrations into the learning management system.

• Online Course Development Institute (OCDI).  The OCDI was launched last year as a part of the initial
improvements made by Dr. Eli Collins-Brown to the offerings of the center.  Dr. Collins-Brown’s years of
experience in online teaching and learning were a foundation of a number of efforts on the part of individual
faculty and departments at improving and evolving the online efforts at Western Carolina.  This initial work
allowed us to use the valuable materials and findings of the OCDI to evolve an existing Teaching Online with
Impact program that had been developed by Dr. Terry Pollard, Dr. Collins-Brown, John Hawes, and Mary-Anne
Wike.  The Teaching Online with Impact program became the centerpiece in the creation of a provisionary, fast-
track course, Moving Rapidly to Remote Instruction (MRRI), which gave professors who had to rapidly transition to
remote summer teaching the opportunity to have experienced online instructors move them through the
process of adapting their curriculum for the summer and for Fall 2020.  Due to year-end funding from the
Provost’s office for stipends, seventy-eight faculty applied to participate in the Fast-Track OCDI to design
online courses for the fall that are challenging to put online. Seventy-three faculty were accepted and all
completed the requirements. The CFC was also able to recruit eleven experienced online faculty to help
facilitate the MRRI, FT-OCDI, and the full OCDI. Efforts continue through the summer, as the team fielded
an initial set of intensive trainings related to more emergency online course adaptation and to accommodating
faculty planning for hybrid courses in a vastly different environment for the coming fall.

• Impact Assessment The CFC team as a whole began to analyze the strategic nature of the Commons as part
of a group review of the Faculty Development Center Matrix (PODNetwork and ACE), Defining What
Matters (PODNetwork), and Evaluating a Teaching and Learning Center (Hines, 2017). The team is in the
process of creating an evaluation plan that will surface both quantitative and qualitative evidence of the CFC’s
impact on teaching and learning across the institution.  This will inform our work in creating a new 5-year
strategic plan in the fall.

• Learning Management System Review. WCU has been using Blackboard Learn for over a decade.  While
the last major upgrade in May 2019 allowed us to integrate some modern system tools, Blackboard Learn is a



Division of Information Technology Annual Report July 2019 – June 2020 

Page 8 

legacy software system.  In Fall 2019, WCU started the process of moving to a more modern, mobile-friendly 
learning management system.  The search for the next-generation LMS was well underway by March 2020, and 
campus demonstrations of all systems had been completed prior to Spring Break and the COVID-19 
pandemic.  In May, the project team finished a summary of faculty, staff, and student input and that summary 
of data is currently under review by the LMS Governance Committee; the committee will, in turn make a 
recommendation to the Interim Provost and the CIO in August. 

Instructional Technology and Desktop Services (ITDS) 
• Documenting Scientific Research. Frank Hachadurian and Eric Smith assisted Communicable Disease

professor Brian Byrd in documenting a significant research milestone, as Frank photographed and Eric videoed
a native Water Strider feeding on an invasive mosquito species – a previously unknown behavior of the bird.
With the concrete evidence of their visual documentation, Dr. Byrd and a student researcher will present on
their findings at a National Communicable Disease Conference later this semester.

• Medical Missions. Eric Smith, Video Services Coordinator, accompanied a group of Doctor of Physical
Therapy students to Talaube, Honduras, last August to film their medical missions work. For twelve days, the
students interacted with the local community, providing pro-bono medical clinics, wellness education, and
relationship building. Eric captured footage of their experiences, as well as reflection interviews from each
student, and he is currently editing the footage to create a video of the trip that will be uploaded to the DPT
website, as well as collaborating with students in WCU’s School of Music to compose and record an original
music score for the documentary. A trailer for the video is available
at: https://www.youtube.com/watch?v=wyET20S12ZE

• Departmental Virtual Desktops.  WCU’s virtualization desktop technology (VCAT) has allowed students,
faculty, and staff to continue their work-from-anywhere success, providing access to WCU resources and
curriculum-specific software, and available 24/7 from any device with an internet connection. Last summer,
ITDS tested and deployed two new virtual desktop departmental pools: one for the College of Business and
one for STEM curricula.  These virtual desktops allow students access to their curriculum-specific software,
both in-class and out-of-class from their personal computers.  During the extended spring break this year, the
Desktop Management team spent time preparing the environment for increased activity, and we have noted an
increase in our overall concurrent connections, compared to previous typical weeks during the semester.

• New High-Flex Classrooms.  Over the winter break, the Instructional Computing team completed a major
update to the Bardo Arts Center 248 classroom. This space, formerly a Mac computer lab, was converted to a
High-Flex classroom with new furniture and technology, as we continue our goal of increasing the availability
of active learning classrooms for faculty across campus.

• IT Asset Coordinator Training.  The Desktop Services team has created a simple training course for those
with IT Asset Coordinator responsibilities.  This course will be introduced in the coming months to ensure
departmental assets are kept up-to-date, complying with audit and state requirements.

• Windows 7 Retirement Project. With Microsoft's announcement to discontinue support for the Windows 7
operating system effective January 2020, IT began a project to retire the operating system from the campus as
well.  At launch, we had over 600 computers to address by re-imaging.  Multiple teams within the Division
collaborated to ensure all non-aging campus computers were upgraded to Windows 10.  Additionally, to
continue our efforts in securing our campus network, the Division addressed remaining Windows 7 devices
which were too old to be upgraded, removing them from the campus network on February 1.

• Clinical Video Systems Upgrade. In May, IT staff completed phase one of upgrading the clinical video
environment (used by CEAP and CHHS) to a centralized system. Two departmental servers have been
incorporated into the IT data center, adding additional capacity use of this system. The next phase, planned for
the coming semester, will add additional capacity for systems at Biltmore Park and several academic units at
HHS.

• Summer Classroom Updates & Classroom Support Changeover. Even through campus shutdown, 
Instructional Computing Staff have been on-site receiving equipment ordered earlier in Spring. IC 
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Staff began deploying this equipment in mid-May and are also facilitating the removal and transition away from 
the classroom intercom support flow and will be transitioning to phone based support through the IT 
Helpdesk beginning this Fall. 

• COVID Planning for Classrooms. Through multiple committees and exchanges with other UNC System
institutions, WCU ITDS staff are finalizing plans for classroom updates and training specifically around
COVID-19 concerns for the fall. Additional audio and content capture connectivity will be deployed before the
fall semester begins, in support of modified teaching arrangements for the fall semester.

• Staff Recognition. In early November, IT Video Services Coordinator, Eric Smith, along with the
Department for Counseling and Psychological Services, received a national Media Award from the Association
of University and College Counseling Center Directors (AUCCCD) for producing a series of eleven Wellness
videos. Each video tackled a topic of student mind, body, and social wellness such as body image, healthy
sleeping habits, and navigating difficult conversations. Eric Smith recorded and edited the video series over the
course of nine months in 2018-2019.

• Technology Commons
o New Technology Commons Staff. Ryan Cameron was selected as the manager of the Technology

Commons, and began his new position on October 1. Kyle Ratch was hired as the after-hours
technician for the team, and Daniel Parris was been named the new team lead for the Commons,
handling the day-to day-operations, as well as leading the 3DU Makerspace and the Student
Workforce.

o Client Snapshot. During the academic year, the staff in the Technology Commons recorded over
38,000 client interactions, including tickets and equipment checkout requests. This is especially
rewarding when considering the limits on foot traffic imposed by the ongoing construction.

o #AuthenticateIT. The IT Help Desk and the Technology Commons launched a combined
campaign,  encouraging the campus to sign up for the Microsoft Authenticator App to help with
multifactor authentication on campus. During the campaign, which ran last September 30 through
October 4, an instructional video was created and sent to campus constituents, and “pIT-Stop” tables
were setup in Brown, the University Center, and the Courtyard Dining hall, promoting this time-
saving app; over four hundred new faculty, staf, and students signed up!

o 3DU and NCAAT Collaboration. The Technology Commons 3DU partnered with NCAAT to
enrich the minds of teachers in North Carolina about the maker movement. Eighteen teachers from
across North Carolina came to NCAAT to learn about bringing the maker movement to their schools.
The teachers visited the 3DU, where they received a tour of the space and learned more about 3D
Printing, Augmented Reality, and Virtual Reality, and how these tools could benefit their school and
instruction.

o Active Learning Space. Our team has been hard at work purchasing items for our new Technology
Commons Active Learning Space, which will debut next school year. This space will provide a 30-seat
classroom in the Technology Commons, enabling faculty to use dedicated group monitors, moveable
furniture, and mobile whiteboards with their students, taking advantage of active learning technology
while having access to an on-site technician.

o COVID-19 Response. While this time has been challenging for the Technology Commons, our team
has continued to provide excellent front-line support to patrons of the university in creative ways. Our
facility is currently open to clients on an appointment-only basis in order to maintain social distancing.
We are also assisting clients over the phone, providing support for the increased call volume of the
help desk, as well as assisting clients over social media. During the last quarter,  the Commons had 500
individual checkouts of equipment to over 300 patrons, assisting them with technology needed during
COVID-19. For example, we provided iPads to math professors so they could write out problems for
their students during their online course, laptops for office staff so they could continue working from
home, webcams to students so they could continue online learning while at home, and much more.

o Information Technology Live Stream for Online Orientation. On June 16, the Technology
Commons had the opportunity to take part in a live stream session hosted by the office for new
student orientation. During this session, a representative from the Technology Commons and the IT
Help Desk were able to present some information that would assist students in their transition to
WCU, while also answering questions submitted live by viewers. The session was broadcast over
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YouTube and social media, and currently has over 1,000 views over all platforms. Most commonly-
asked questions were about computer purchasing, Microsoft Office 365 activation, networking on 
campus, and changes to online learning due to the pandemic. 

o Technology Commons Social Distancing Moves. The Technology Commons has begun the
process of reorganizing to prepare for the new requirements of the fall. Pods in our computer lab now
have one chair instead of six, to allow for six feet of space between patrons. Printers are being moved
to allow maximum space for lines. The desk has been relegated to three staff and will have social
distancing floor stickers to assist with traffic. All of our collaboration rooms will be closed for the year
and converted to storage for moved equipment and offices for our staff, allowing our staff to have a
safe place to work. While the Technology Commons will look different in the fall, we are thankful that
we will be able to provide the same level of service to our client base, in a safe and responsible way.

Applications and Systems (A&S) 
• Data Center Services Team

o Improved our risk posture by automating OS patch management processes, working with the
Computer Science department to migrate their 10-year old teaching environment to our virtual server
environment, tightening security on our Linux environment by temporarily banning access after
multiple failed login attempts, and planning migration or attrition of the remaining Windows 2008
servers by the end of the calendar year

o Showcased our annual disaster recovery process at the UNC CAUSE conference in a joint
presentation with the IT Chief Security Officer called 3 Plans, 1 Tabletop.

o Conducted an external program review in conjunction with the vendor OculusIT, which was then
reviewed by a certified IT Auditor.  Initial feedback was very positive

o Continued mitigating our server-related risks by automating updates to third-party applications, using
the tool “Patch Connect Plus,” enabling updates to Java, Adobe, and many other third-party
applications.

o The Data Center Services Manager attended ITIL Foundations version 4 training, and became certified
in ITIL Foundations v4. Additionally, Linux administrators completed the RHEL 8 training, and one
administrator completed the RHEL 7 Security and Hardening training.  Other team members
completed several training and certification programs, including Elastic training for log management,
Azure Foundations certification, and Powershell Tool Building training.

o VMware team members have conducted VMware-related reference calls with Auburn University, the
AHBL Architecture firm, Nyack College in Buffalo, New York, and Murray State University in
Kentucky, as well as working on a white paper regarding the return on investment using the vSphere
utility.

o Leveraged VMWare’s NSX solution to isolate one of our HVAC servers that the vendor would not
allow us to upgrade from Windows Server 2008, allowing the system to remain in place during a 3-year
migration plan.

o Implemented web-access for all employees to our primary network file-share using NextCloud.
o Began implementing a central log aggregation tool from Elastic.
o Implemented the new Change Management Process to our ITSM application (Cherwell).
o Successfully backed up our primary file share, as well as our LMS class archives, to the cloud (MS

Azure) using Veritas Netbackup.
• Applications Services Team

o Productivity gains have been realized as training and adoption are complete on Ellucian’s Page Builder
application; Page Builder pages have been implemented into production, allowing for the extension of
Banner while avoiding complex coding and customization.  We have used the application to build
replacements for a number of Banner 8 customizations, which is helping us move forward with Banner
9 Self Service implementation and adoption. Additionally, the team has continued working with the
Help Desk on the Shift-Left program, expanding support for the OnBase system from the team to the
Help Desk.

o The team has been working with the UNC System Office to further develop and test disaster recovery
procedures for the hosted Banner environment, and we are proud to be the first campus leading the
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effort. We successfully conducted a disaster recovery failover event for the test environment, and we 
are scheduling a test of the production environment in the Fall. 

o The team has initiated a set of projects aimed at improving and maturing overall development and
service management practices, including software development methodology, service and product
management, and source control management.

o The Application Services Manager attended ITIL Foundations version 4 training and became certified
in ITIL Foundations v4.

o The team worked on numerous projects to improve the performance of the Banner ERP environment,
including:

§ Increasing infrastructure resources in the Banner hosting environment.
§ Moving the job scheduling application to the System Office hosted environment.
§ Evaluating options for moving reporting and query activities off the Banner transactional

environment.
§ Redeveloping system resource-intensive programs.

• Help Desk Team
o The team has continued building relationships, increasing technical skills, and growing organizational

and process awareness by embedding personnel in other IT teams for limited-time engagements. This
facilitates increased trust and communications within IT, while adding knowledge that can be brought
back to the entire IT Help Desk team, ultimately improving problem resolution accuracy and
timeliness. All team members now participate within other IT teams several days per week, including
the Data Center, Networking, Applications, and Coulter Faculty Commons.

o IT Help Desk staff have successfully completed necessary training and certification in key business
applications, such as OnBase, Cherwell, Knowledge Centered Service (KCS) Foundations, and
Cherwell Developer Essentials, permitting IT Help Desk staff the ability to add additional Shift-Left
duties, including serving on committees.

o The HD Manager and team lead attended the Microsoft Higher Education Summit with a focus on
Microsoft Teams.

o The team has worked with other teams in IT to review all client-friendly knowledge articles and
imported them into our new knowledge management tool, ComAround. ComAround is now live and
being leveraged to provide a new IT Help portal for all users.  The new portal has received many
positive reviews from users.

• Data Architecture and Sourcing Team
o IT continues expanding the datasets available for campus and divisional-level reporting (and adhoc

queries), and has provided the datasets needed to support the Institutional Research (IR) group’s data
mining/predictive analytics work. These include both Banner and non-Banner software application
sources, in addition to purchased datasets.  This year, we have:

§ Assumed the data management role for all Office of Institutional Planning and Effectiveness
(OIPE) “reportable tables,” freeing OIPE time to focus on analysis instead of data sourcing.

§ Updated the 25Live data processing operations to include warehousing of historical space data
to better analyze trends over time.

§ Explored documentation standards and tools to begin more formal data governance efforts
across campus.

§ Designed the data architecture to facilitate historical reporting for the custom WCU
Preregistration and Orientation management system.

§ Improved our business intelligence reporting tool (CATalytics)by designing a security and
access structure for making the System Office-hosted Tableau environment available for
campus-wide use, and taking on the campus-level administrative role for the Tableau
environment.

§ Began source acquisition process for OdysseyPCS (meal plan/card swipe) data.
§ Provided additional data management services and custom data sets for internal program

analysis for DegreePlus and the Center for Service Learning and Community Engagement.
§ Expanded data offerings locally from system-office-hosted student data, for use within OIPE

processes and Business Intelligence reports.
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§ Continued exploring documentation standards and tools to begin more formal data
governance efforts across campus.

§ Implemented the data architecture within our test system to facilitate historical reporting for
the custom WCU Preregistration and Orientation management system.

o Formed a strategic alliance with OIPE, creating a new “Data and Analytics” team to centralize data
and analytics delivery (from both IT and OIPE) into a single virtual function, and launched three
initiatives:

§ CATalytics use as a brand and delivery mechanism, consolidating the services requests and
delivery functions onto the CATalytics brand and online portal.

§ Data governance with data definitions and quality discussion.
§ Established recurring discussion to begin defining data standards, and establishing

quality measures
§ Implemented Data Cookbook as the documentation and workflow repository for data

governance activities
§ Data warehousing via implementing a scalable data warehouse model that is flexible and

governed, taking into account the technologies used by both groups.
o Data Dashboard development

§ Academic Affairs
§ Continuing development on wave one Resource Asks; demonstrated the new

dashboard to all deans, and Academic Affairs senior leadership
§ Completed development of foundational metrics (Headcounts, Programs, SCHs,

Course Sections, Faculty FTE)
§ Began integrating Instructional Costs and KPIs
§ Prepared a working day session for the May Provost's Council meeting to solidify its

use for specific asks
§ Migration of CATalytics Performance Point dashboards to Tableau

§ Completed development of Performance Point "Student Dashboard" replacements in
Tableau

§ Began publishing beta versions to campus leadership for review

Project Management Office (PMO) 
• Project Management Office Reorganization. The PMO welcomed two new project managers: Laura

DiNunzio and John Kayata.
• Project Changes.  A gate review process was approved and rolled out, beginning with the Evisions and

Radius projects; it is now fully implemented. Additionally, revised red/yellow/green status standards are being
finalized, providing consistency in assisting campus stakeholders in interpreting a project’s status.

• PMO Maturity Model.  The Gartner PMO maturity model roadmap continues to be implemented.  Plans for
a resource management plan/tool for the upcoming year are being finalized.

• PMO Timekeeping.  A generalized time tracking process to achieve our goal of 30% available work hours on
project work is being finalized for next fiscal year.

Chief Technologist 
• Migration of Blackboard LMS to Federated Authentication and Identity Management.  

o The team worked with the Coulter Faculty Commons to move the Blackboard Learning Management 
System and other third-party applications to WCU’s federated authentication, enhancing the user 
experience while increasing security.  The team also established the WCULearn.com domain for both 
distance education users and remote site users who are not part of the traditional student and 
employee user populations.

o The team worked with the Coulter Faculty Commons, adding new Blackboard Learning Management 
System self-service capabilities, which enable Human Resources and Distance Education to create 
their own non-credit courses, including managing enrolled 
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users. Furthermore, the team enhanced integration for managing users, improving the user experience and user 
security. 

• Banner Finance/Catamart Phase 3 Project. Completed phase three of Banner Security and Finance and
Catamart automation, creating additional Banner business roles for granting and revoking access, which are
100% fulfilled by the Banner business module owner, without any IT involvement. HR, Finance, and half of
Student Banner access is fully automated, with phase four continuing in July 2020.

• Banner Recertification Project. Supported Internal Audit with a consultative review of the certification of
the Financial Aid Banner module. The team created and populated a risk-based model for the consultation as
well as produced attestation reports used by Financial Aid and Internal Audit.

Chief Information Security Office (CISO) 

• New Staff.  Last July, Mike Wise joined the IT Security Department as an operational security analyst. Mike's
main role is to improve our security incident detection capabilities and processes, including improvements to
log management and monitoring for our critical systems.

• PCI Compliance.  In December, WCU completed our annual requirement, attesting that we are Payment
Card Industry (PCI) compliant regarding their data security standards. Our ability to accept credit cards is tied
to the security of our systems, networks, and applications used across campus for credit card payments.

• Information Security Training. In October, employees were required to complete their annual information
security awareness training. In addition, an email phishing simulation was delivered a few weeks later to help re-
enforce the training.

• Identity Theft Prevention Program.  Executive Council approved revising University Policy 106, renaming it
as Protecting the Privacy and Security of Personally Identifiable Information (PII). The new policy now refers to a separate
document, the Identity Theft Prevention Program, which was approved at the March Board of Trustees meeting, and
applies to all offices that process PII. Training on the new program is planned for later this year.

• Information Security Policy and Information Security Standards. The Executive Council approved a
modification to University Policy 117 Information Security, setting information security standards, which can be
found on the University web site at https://www.wcu.edu/discover/leadership/office-of-the-chancellor/legal-
counsel-office/university-policies/it-security-policies.aspx .

• Red and Orange data access re-certification.  The annual re-certification of access to Red & Orange
university data was initiated in May. This includes access to applications and file share folders harboring
sensitive data.

• Internet of Things Standard (IoT). The Data Security and Stewardship Committee approved a new IoT
standard related to University Policy 117 Information Security, which can be found on the University web site
at https://www.wcu.edu/WebFiles/itsecuritymanual/InfoSec-Standard-13.1a.pdf. The ever-growing
prevalence of non-standard endpoint devices being connected to the WCU network has the potential to
threaten the availability and security of information technology resources. To minimize this risk, a standard is
required for connecting and maintaining Internet of Things (IoT) devices. IoT devices include things such as
smart appliances, AV equipment and lab equipment.
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Staff Accomplishments 
• Recognized for their work towards IT’s theme of Proactive, Process,

and Prevention, our quarterly Triple P Award winners for the 2019-
2020 year include (from left):  Jonathan Wade (overall winner),
Mary-Anne Wike, and Chris Baxley.

• Natalie Broom, 2019 Mentoring Award Winner, was described as an advocate,
an encourager, a role model, and a mentor – one who has taught her nominator
how to invest in people, think outside the box, be social, and persevere.  She has
the distinct gift of being able to redirect and provide constructive feedback when
needed, encouraging others along the way. In addition to serving as the Executive
Assistant to the CIO, Natalie went above-and-beyond as the Staff Senate Chair in
2019, and she is currently pursuing her Master’s degree in Public Affairs.  She is
regularly involved in events all across campus, volunteering in many different
capacities.

• Professional development. The IT division regularly invests in staff professional development, insuring our
employees have the knowledge and skills needed to successfully implement and manage new technologies and
improved business processes. This ties directly to the division and university strategic plan goals to “invest in
our people.” During the 2019-2020 fiscal year, about seventy DoIT staff received professional development of
some sort, including events that ranged from online certification testing/renewals and conference
presentations, to week-long instruction in core technologies.

• Community Service.  The Division of IT held three service days with the Christmas Connection of Jackson
County. Volunteers used community service hours to assemble gift bags that were distributed to families
throughout the county during the holiday season. Additionally, the Division’s Community Service team held a
division-wide drive for Homeward Bound of Asheville, to eliminate homelessness for someone living in
western North Carolina. The drive allows IT staff to participate in community service via shopping for
donations and helping the individual designated by Homeward Bound with their move-in.
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PROJECT STATUS 

Between July 1, 2019, and June 30, 2020, the IT Division completed forty projects. Currently, thirty-nine 
projects are active and in work and five are on hold. There are twenty-one projects waiting in the queue and 
ten in discovery. Below are updates on selected projects: 

Banner 9 Implementation 
Banner 9 is the next generation of the Ellucian Banner ERP system, providing a total technical replacement for the 
university’s central ERP system. Our proof-of-concept project began a multi-year transition from Banner 8 to Banner 9. 

• Self-Service Modules. All applications have been installed in our production adoption environment for the 
functional areas to evaluate and plan their implementations.  IT is meeting regularly with each functional group 
(as well as reviewing new project requests which might be opportunities to move implementation along) to 
assist with configuration, testing and implementation scheduling. Implementation of the General module in 
order to support the Preferred Name project is complete. Implementation of the Financial Aid application is 
complete as well.

• Status: In Progress.
• Go Live: December 2020. 

Cherwell Product Releases 
This project delivers work requests from the Cherwell Product Management process.  These include the 
implementation of new modules, configuration changes/enhancements, and bug fixes.  The next release includes 
implementing revisions to IT’s change management process, completing the autocreation of tickets from those sent to 
our ithelp email, and integrating the CG4 inventory module to assist with asset management. 

• Status:  On-going.
• Go Live: Scheduled releases occur throughout the year.

Mercury (H: Drive) Replacement 
This project replaces the infrastructure running our campus-wide shared drive capability, moving individual user folders 
to a new drive (P:).  It includes redesigning the folder structure to provide improved organization and management, 
assigning permissions based on Microsoft best practices leveraging groups vs. individual accounts as well as assigning 
folder ownership to department folders for accountability, implementing web-based access via myWCU, and creating 
lifecycle policies that allow managers access to a separated employees user folder.  Most recently, the team added the 
new Storagepod unit, and continued reviewing options for making mapped drive functionality more seamless for both 
Mac and Windows operating systems. 

• Go Live: August 2020.

Data Center Micro-segmentation 
Phase 1, isolating servers in our HIPAA and Finance VLANs, is complete, and we are now leveraging NSX in several 
instances, including as a compensating control for an HVAC system, and  applications residing in the Finance and 
HIPAA VLANS.  Phase 2 incorporates a Proof of Concept (PoC) of VMWare's NSX solution as it relates to micro-
segmentation, including the required network design changes for the Data Center, an analysis of East/West traffic using 
Network Insight, and an analysis of additional server security implementations. 

• Status:  Phase 1 Complete; Phase 2 In Progress.

Web Application Server Migration 
The goals of this project are to migrate four servers that are running Windows Server 2008 OS, and add redundancy 
to two servers identified in the IT Risk Register. On January 14, 2020, Microsoft support for Windows Server 2008 and 
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2008 R2 ended, resulting in no regular security updates.  New servers are being tested, and all older applications have 
been inventoried to evaluate them for immediate migration or minor work prior to migration. 

• Status:  In Progress.
• Go Live: September 2020.

Implementation of Data Governance Edition (DGE) – Phase 2 
This project will be the first phase of implementation for the Data Governance Edition (DGE) module of One 
Identity, including configuration and training on the product and its uses. This will provide many internal benefits in 
addition to positioning us to provide a new method of off-campus access.  Phase 2 will provide folder owners the 
ability to manage login and access privileges to their own data,  as well as create the ability to gather on-going 
attestations on access privileges.  

• Status:  Phase 1, complete. Phase 2,  in progress.
• Go Live: November 2020.

myWCU Portal Quarterly Release 
MyWCU is the university’s primary portal to enable applicants, students, faculty and staff to quickly find the 
information and resources needed.  It has also evolved into a platform for delivering new software applications and 
focusing improvements in identity management, security, and student software delivery.   Over the past year, the 
myWCU team launched new features and is in development with several more: 

• Cloud and machine-learning powered chatbot assistant Madison was integrated into myWCU to answer IT-
related questions.  Madison also integrates with Cherwell to create support tickets for users with questions that
cannot be answered. New features in development include adaptive dialogue capabilities, TouchNet payment
integration, and Advising Center functionality.

• Updates/enhancements to the content in the “My Application & To-Do List” web part.
• Implemented updates to the My Financial Aid web part for students and applicants and synchronize with the

launch of Banner 9 Financial Aid Self-Service.
• Updated myWCU web APIs with an enhanced security model and the framework to enable the Forced Update

and Notification project (which creates periodic “pop ups” requiring the user to update their data – military
status, emergency contact information, etc.) as they log into the portal.

• Status In progress.
• Go Live:  Summer 2020.

OnBase Implementation for University Police 
This project will involve implementing and configuring OnBase for the University Police to facilitate digitizing, storing, 
and managing documents. 

• Status:  Complete.

OnBase Records Retention Module 
This will install, configure, and set up the initial group (Registrar) on an additional OnBase module.  In future efforts, 
this module will be applied to other users of OnBase (including Financial Aid, Graduate School, Undergraduate 
Admissions, International Programs, etc.) 

• Status:  Complete.

AppWorx Move to UNC System Office Hosting 
This project moves the job scheduling application to the Banner hosted environment, at the System Office, to improve 
the application’s performance and stability.  The AppWorx test system is now part of our System Office hosted 
environment, and we are currently reviewing, testing, and documenting jobs with a more standardized approach, 
improving usage and supportability. 
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• Status: In Progress.
• Go Live: Fall 2020.

Budget Request Process Revisions 
This project will re-develop the Budget Request SharePoint site (forms, workflows, processing, data sources, etc.) to 
improve the process and stability for supporting the campus-wide budget request process.  This also brings the 
environment under IT support processes and technology. 

• Status:  Complete.

PawPrint Phase 2 
Phase 2 work for our campus level printer fleet is complete.  Mobility Print and Desktop Faxing were piloted and 
moved to production in late summer. 

• Mobility print is configured as part of the overall student setup process, and the team received positive
feedback on this new option, which provides students and adjunct faculty who regularly use their personal
computer the option to simply File>Print from their device(s) without needing to upload a document via a web
browser to print. This streamlines the overall print experience.

• Desktop faxing also received positive feedback from our high fax areas such as Health Services and public
clinics. Desktop faxing gives faculty and staff the option to simply File>Print to Fax from their device without
needing to go to a multi-function device with fax capabilities.

• Status:  Complete.

Reid Bowling Alley Renovation 
The work of this project will be to turn the existing bowling alley in Reid into two new classrooms, to be ready for 
scheduling for Fall Semester 2020.  

• Status: Complete.

Veritas Backup Environment Replacement 
The current backup environment has reached end-of-life and requires replacement.  The newly-purchased environment 
was configured and installed in April and May, providing the capability for potential cloud-based backup. We will begin 
a proof-of-concept to vet both the technology and cost implications over the next several months post-implementation. 

• Status:  Complete.

Preregistration and Orientation Management 
This project will involve providing fixes and enhancements to the new student on-boarding systems, Preregistration and 
Orientation Management.  

• Status: Complete.

SharePoint Site and Workflow Automation for Human Resources 
The Human Resources team identified a vast repository of paper-based documents to migrate and/or house, and eleven 
paper forms that will benefit from SharePoint workflow automation, reducing manual data entry and errors, and 
streamlining HR approval processes. Work completed to date includes: 

• Phase 1:  SharePoint-based departmental site for Human Resources to improve communications across
campus; Workflow automation (eliminated paper forms and provided for automatic electronic
routing/approval) for address change, name change, volunteer, and tuition waiver processes.

• Phase 1 Status: Complete.

• Phase 2: Separation form, supervisor change form.
• Phase 2 Status: Complete.
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• Phase 3: Overload, extra compensation, faculty salary adjustment forms.
• Status: On hold.

Honors Contract Business Process Automation (Phase 2) 
This system will deliver a SharePoint-based user interface, paired with Banner back-end components, to manage the 
Honors Contract workflow. This provides significant productivity savings for many groups (and students) from both 
inputting/tracking the data (and approvals) through capturing the final disposition in Banner. All front-end (user 
interface) and back-end (Banner components) are completed. Phase 2 (data automation) includes creation of tables, 
views and reports. A change request to include a front-end for interacting with the custom Honor’s table has been 
requested. 

• Status: Complete.

LMS Review Process 
A search for a new Learning Management System for Western Carolina University is underway, with the goal of initial 
implementation on or before May 1, 2021. 

• Status: In Progress.
• Go Live: May 2021.

Finance Datamart Implementation 
This project will manage the work of implementing the Finance Datamart as required by UNC System Office. 

• Status: In Progress.
• Go Live: Early fall 2020. 

People Admin Integration 
Human Resources is requesting automated integration between Banner and PeopleAdmin (Talent Management). 

• Status: In Progress.
• Go Live: July 2020.

Populate Faculty Schedules in Outlook 
Assist faculty and staff across campus by automatically populating faculty class schedules from Banner into their WCU 
outlook calendar. 

• Status: In Progress.
• Go Live: September 2021.

UC First Floor Renovations 
The renovation of the first floor of the University Center, including the addition of offices and a conference room, 
include changes to IT networking, some AV design, equipment ordering, and installation. 

• Status: In Progress.
• Go Live: September 2020.

Campus Cellular Coverage 
This project is a master-plan study of the campus-wide cellular and first-responder service on campus (including some 
area implementations), taking into consideration the construction of upper campus residence hall, Apodaca Science 
building, lower campus residence hall, and the demolition of Scott and Walker. 
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• Highest priority is finding a location to which Verizon and AT&T equipment can move to prior to demolition
of Scott hall.

• Tower installation well underway; work anticipated to be complete early August for Verizon.
• Rec Center build approved by state construction; finalizing lease terms for AT&T.
• Status: In Progress.

Utility Relocation Phase 1 
The scope of this project will be to establish an IT Telecommunications Infrastructure node ('Telco hut') on Circle 
Drive. This hut will serve as a central node for routing fiber and copper telecommunications and data lines in the upper 
part of campus. 

• All construction complete.
• All attached buildings moved to new fiber and copper lines.
• Status: Complete.

Utility Relocation Phase 2 
The scope of this project establishes an IT Telecommunications Infrastructure node ('Telco hut') on Memorial Drive. 
This hut will serve as a central node for routing fiber and copper telecommunications and data lines in the central part 
of campus. 

• Fiber cutover well underway
• Fire suppression commissioning and electrical outlet addition to be completed soon
• Status: In Progress.

Utility Relocation Phase 3 
The scope of this project will be to establish an IT Telecommunications Infrastructure node ('Telco hut') west of Forest 
Hills road near the Fieldhouse parking lot. This hut will serve as a lower node for routing fiber and copper 
telecommunications and data lines in the lower part of campus. 

• Fiber cutover well underway
• Fire suppression commissioning and electrical outlet addition to be completed soon
• Status: In Progress.

Core Network Upgrade 
This project is replacing aging Juniper equipment, leveraging new campus fiber infrastructure, enabling the growth of 
the core network beyond 10GB, enhancing security by allowing more segmentation of the campus network, and 
providinge additional network features not available with the current infrastructure. 

• Architecture and vendor capabilities review complete; All proof-of-concept testing complete
• New core equipment ordered and received.
• New core cutover well underway and will be fully complete by September 2020.
• Status: In Progress.




